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General Terms and Conditions

[. Our promise to
you

In consideration of the premium charged, and in reliance on the statements made and information
provided to us, we will pay covered amounts as defined in this policy, provided you properly
notify us of claims, breaches, events, or occurrences, and meet your obligations to us in
accordance with the terms of this policy.

[I. Limits of liability

A. Coverage part limit

B. Each claim limit

C. Each breach limit

D. Each occurrence limit

E. General liability coverage
part limits

F. Related claims '

£
<
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Regardless of the number of Coverage Parts you have purchased, the maximum we will pay for
all covered amounts will be as follows:

Each Coverage Part purchased will be subject to a coverage part IinN'zne is'stated in the
Declarations), which is the maximum amount we will pay for all covere ounts under that
Coverage Part, other than coverage enhancements or other items,we :gve xpressly agreed to
pay in addition to the limit. The coverage part limit will be in_.excess applicable retention.

The Each Claim Limit identified in the Declarations is the rfximu nt we will pay for all
covered amounts for each covered claim, unless ag)wer ublimit i1s specified, in which case the
sublimit is the maximum amount we will pay for the'type of co aim to which the sublimit
applies. The Each Claim Limit, or any sublimit, will be,inexcess of any applicable retention and

will be a part of, and not in addition to, any ap%ble verage part limit.

The Each Breach Limit identified in the D@ions{f you have purchased a relevant Coverage
Part) is the maximum amount we will pay forall covered amounts for each covered breach,
unless a lower sublimit is specified, in which case the sublimit is the maximum amount we will pay
for the type of covered breach o ts toNtbe sublimit applies. The Each Breach Limit, or
any sublimit, will be in excess of a plit&)l etention and will be a part of, and not in addition
to, any applicable coverageia im

rhﬁn
The Each Occurrence Limit identi he Declarations (if you have purchased a relevant

Coverage Part) is the maxi amount we will pay for all covered amounts for each covered
occurrence, unless,a lower sub it is specified, in which case the sublimit is the maximum
amount we will'pay he ty, covered occurrence to which the sublimit applies. The Each

Occurrencedkimity oranyssublimit, will be in excess of any applicable retention and will be a part
of, and nci}n addition to, ‘any applicable coverage part limit.

r
If you have, purchased a General Liability Coverage Part, additional rules for applying limits are
c inediin ?M IV. Limits of liability, of that Coverage Part.

re ed*ims, regardless of when made, will be treated as one claim, and all subsequent
related elaims will be deemed to have been made against you on the date the first such claim
was

e. If, by operation of this provision, the claim is deemed to have been made during any
eriod when we insured you, it will be subject to only one retention and one Each Claim Limit
dless of the number of claimants, insureds, or claims involved.

.
. Your Igations
to us
A. Named insured
responsibilities

It will be the responsibility of the named insured (or, if there is more than one named insured,
the first one listed on the Declarations) to act on behalf of all insureds with respect to the
following:

1. timely giving and receiving notice of cancellation or non-renewal;
2 timely payment of premium;

3. receipt of return premiums;
4

timely acceptance of changes to this policy; and



ﬂ'ﬁ

HISCOX PRO"

B. Your duty to cooperate

C. Your obligation not to
incur any expense or
admit liability

D. Your representations

General Terms and Conditions

5. timely payment of retentions.

You must cooperate with us in the defense, investigation, and settlement of any claim, potential
claim, breach, event, occurrence, or other matter notified to us, including but not limited to:

1. notifying us immediately if you receive any settlement demands or offers, and sending us
copies of any demands, notices, summonses, or legal papers;

2. submitting to examination and interrogation under oath by our representative and giving us
a signed statement of your answers;

attending hearings, depositions, and trials as we request;

4.  assisting in securing and giving evidence and obtaining the attenda%v:itnesses;

providing written statements to our representative and meeting with su presentative for
the purpose of investigation and/or defense; \

6.  providing all documents and information we may reasonably. request,i{cluging authorizing
us to obtain records; and

7.  pursuing your right of recovery from others. \

You must not make any payment, incur any expensey admit any liability, or assume any obligation
without our prior consent. If you do so, it will be atiyour own ¢ expense.

You warrant that all representations mad \nateri ubmitted by you or on your behalf in
connection with the application for this poli fe true, dccurate, and not misleading, and agree
they were relied on by us and were material to‘our decision to issue this policy to you. If we learn
any of the representations or materials we untrue, inaccurate, or misleading in any material
respect, we are entitled to treat t icy&\'t had never existed.

V. Optional
extension period

7~

£

&
Y

1. If we or the named insure% or non-renew this policy, then the named insured will
have the right to purcaan optional extension period for the duration and at the
percentage ofithe expiring remium stated in Item 5 of the Declarations. The optional
extensionperiod;,if pur ed, will start on the effective date of cancellation or non-renewal.

Hov&ver, the right'to purchase an optional extension period will not apply if:

a.
b.%), “the total premium for this policy has not been fully paid.

his policyiis canceled by us for nonpayment of premium; or

2. e NMxtension period will apply only to claims that:
i first made against you and reported to us during the optional extension period; and

\ arise from your professional services performed, or a breach, offense, or
occurrence that takes place, on or after the retroactive date but prior to the effective
u date of cancellation or non-renewal of this policy.

J. The additional premium will be fully earned at the inception of the optional extension period.
4

Notice of election and full payment of the additional premium for the optional extension
period must be received by us within 30 days after the effective date of cancellation or non-
renewal, otherwise any right to purchase the optional extension period will lapse.

The limits of liability applicable during any purchased optional extension period will be the
remaining available coverage part limit. There will be no separate or additional limit of liability
available for any purchased optional extension period.

The right to purchase an optional extension period will apply only to Coverage Parts you have
purchased that include coverage written on a claims-made or loss occurring and discovered basis,
and not to any Coverage Parts written on an occurrence basis.
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V. Other provisions
affecting
coverage

A. Alteration and assignment

B. Bankruptcy or insolvency

C. Cancellation

D. Change in control

E. Coverage territory

F. Estates, heirs
representati ouses,
and do estlc rtners

| 4

No change in, modification of, or assignment of interest under this policy will be effective unless
made by written endorsement to this policy signed by our authorized representative.

Your bankruptcy or insolvency will not relieve us of any of our obligations under this policy.

1.  This policy may be canceled by the named insured by giving written notice, which must
include the date the cancellation will be effective, to us at the addre din the

Declarations.

2. This policy may be canceled by us by mailing to the named insu by registered, certified,
or other first class-mail, at the named insured’s address Stated in)ltem,1 of the
Declarations, written notice which must include the date.the ca%n will be effective.
The effective date of the cancellation will be no less a he date of the notice
of cancellation, or ten days if the cancellation is due‘ nonp of premium.

3. The mailing of the notice will be sufficient prooﬂ)f noticepand this policy will terminate at the
date and hour specified in the notice.

4.  If this policy is canceled by the named |\ed will.retain the customary short rate
proportion of the premium.
If this policy is canceled by us, we w turn a\pro(ata proportion of the premium.

. Payment or tender of any unearned um by us will not be a condition precedent to the

cancellation, but such payrwlll t& de’as soon as possible.

If, during the policy period, ‘e ed consolidates with, merges into, or sells all or

substantially all of its assets to aM person or entity, or any other person or entity acquires

ownership or control of'the named insured, then the named insured will provide us written notice

no later than 30 days after eqive date of such change in control, together with any other
information we mayirequire.

We will not can'cel this policy solely because of a change in control, but unless you and we agree
in writing @therwise, after.the effective date of any change in control, this policy will cover only
claimssarisin m%{essional services performed, or breaches, offenses, or occurrences
that took place;, prior.to'the change in control.

T licy. N{M{to your professional services performed, and breaches, offenses, events,
or 0 rr*es that take place, anywhere in the world, provided that any action, arbitration, or

praceeding (if you have purchased a relevant Coverage Part) is brought within the United
Stat its'territories or possessions, or Canada.

event of an employee’s death or disability, this policy will also apply to claims brought
galnst the employee’s:

1 heirs, executors, administrators, trustees in bankruptcy, assignees, and legal
representatives; or

> .
3 2. lawful spouse or lawful domestic partner;

G. False or fraudulent claims

but only:

1. for a covered claim arising from the scope of the employee’s work for you; or

2. in connection with their ownership interest in property which the claimant seeks as recovery
in a covered claim arising from the scope of the employee’s work for you.

If any insured commits fraud in connection with any claim, potential claim, breach, offense,
event, or occurrence, whether regarding the amount or otherwise, this insurance will become
void as to that insured from the date the fraud is committed.
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H. Other insurance Any payment due under this policy is specifically excess of and will not contribute with any other
valid and collectible insurance, unless such other insurance is written specifically as excess
insurance over this policy. However, if you have purchased a General Liability Coverage Part,
rules for how that Coverage Part will be treated when there is other valid and collectible insurance
are contained in Section V. Other provisions affecting coverage, D. Other insurance, of that
Coverage Part.

If the same claim or related claims, breach, event, or occurrence is covered under more than
one Coverage Part, we will pay only under one Coverage Part, which will be the Coverage Part
that provides the most favorable coverage.

I.  Subrogation In the event of any payment by us under this policy, we will be subrogated to'all of your rights of
recovery to that payment.

You will do everything necessary to secure and preserve our subrogation rights,including but not
limited to the execution of any documents necessary to allow us to brin it in your name.

You will do nothing to prejudice our subrogation rights without our pr'()%riffn consent.

to us up to the amount of any covered amounts we have'paid.

J. Titles Titles of sections of and endorsements to this policy are insert y for convenience of
reference and will not be deemed to limit, expand, orotherwise affect the provisions to which they
relate.

Any recovery first will be paid to you up to the amount of any'r t\ ave paid, and then

VI. Definitions _ L .
licable t I The following definitions apply to.all Cover \F’arts you have purchased. If the same term is
applicable to a defined here and in a Coverage Jthen thedefinition in the Coverage Part will govern the
Coverage Parts  coverage provided under th*Cove P

Application means the signed appli¢ation forMcy and any attachments and materials submitted with that
application. If this policyis ewal or replacement of a previous policy issued by us,
application also includes all previous signed applications, attachments, and materials.

Coverage part limit means the amgunt stated in the Declarations as the aggregate limit applicable to each Coverage
Part you wve purchase@hich is subject to an aggregate limit.

r
Covered amounts means‘any anﬁmts have expressly agreed to pay under any Coverage Part you have

purchased: wf
Employee m%ny‘a}, present, or future:
1\ ployee (including any part-time, seasonal, leased, or temporary employee or any

unteer);

o

partner, director, officer, or board member (or equivalent position); or

On

. independent contractor;

of a named insured, but only while in the course of their performance of work or services on
)\ . behalf of or at the direction of the named insured.

Named insured means the individual, corporation, partnership, limited liability company, limited partnership, or

other entity identified in Item 1 of the Declarations.

Policy period means the period of time identified in Item 2 of the Declarations, and any optional extension
period, if purchased.

Professional services means those services identified as Covered Professional Services under any Coverage Part on
the Declarations containing such a description.
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Related claims

Retention
Retroactive date
We, us, or our

You, your, or insured

General Terms and Conditions

means all claims that are based upon, arise out of, or allege:
1. acommon fact, circumstance, situation, event, service, transaction, cause, or origin;

2. a series of related facts, circumstances, situations, events, services, transactions, sources,
causes, or origins;

3. acontinuous or repeated act, error, or omission in the performance of your professional
services; or

4. the same breach, occurrence, or offense.
The determination of whether a claim is related to another claim or claims will not be affected by
the number of claimants or insureds involved, causes of action asserted, or duties involved.

means the amount or time identified as such in the Declarations. \

means the date identified as such in the Declarations. g

means the Company identified on the Declarations as issuing } N '
means any individual or entity expressly described as an i‘ured xoverage Part you have

purchased. &
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Data Breach and Privacy Security Liability Coverage Part

|. What is covered A.  We will pay up to the coverage part limit for breach costs in excess of the retention
incurred as a result of a breach occurring on or after the retroactive date or 90 days
before the beginning of the policy period, whichever is earlier, provided the breach is
first discovered by you during the policy period and is reported to us in accordance with
Section V. Your obligations.

B. We will also pay up to the coverage part limit for damages and claim expenses in
excess of the retention if the performance of your business operations by you or
anyone on your behalf (including your subcontractors, outsourcers, or independent
contractors) on or after the retroactive date results in a covered claim against you for
any actual or alleged:

network security breach;

privacy liability; \

breach of contract;

contractual indemnity - breach costs; \ \

deceptive trade practices, but only wheft asserte ainst you in conjunction with
and based on the same allegations as‘a covered ¢ under 1, 2, or 3 above; or

unintentional infliction of emotion%js:lres
conjunction with and based same alle
or 3 above,

provided the claim is first made agwou durlng the policy period and is reported to

1
2
3
4.  contractual indemnity - third party;
5
6

~

ut only when asserted against you in
ns as a covered claim under 1, 2,

us in accordance with Se V. X Ilgatlons

Il Coverage We will al ke th f llowi ts:
enhancements e will also make the follow p‘me S:
Regulatory action sublimit A. We willgpay u the li tated in the Declarations for damages, claim expenses, and

civil or regulatory fines or penalties that are not compensatory in nature for any
latory action, provided the regulatory action is first brought against you during the
Poalicy @rio Jitis brought in connection with and based on the same allegations as a
coverediclaim, under Section I. What is covered, B. 1, 2, or 3, it results from the
en‘or ance of your business operations by you or anyone on your behalf (including
ontractors, outsourcers, or independent contractors) on or after the retroactive
. nd it is reported to us in accordance with Section V. Your obligations.

ny payment we make under this subsection A is subject to the retention, and such
' ayments will be a part of, and not in addition to, the coverage part limit.

sublimit compensate the individuals or entities to whom the personally identifiable information
or confidential corporate information relates for any regulatory action, provided the
regulatory action is first brought against you during the policy period, it is brought in

) v connection with and based on the same allegations as a covered claim under Section I.

What is covered, B. 1, 2, or 3, it results from the performance of your business
operations by you or anyone on your behalf (including your subcontractors, outsourcers,
or independent contractors) on or after the retroactive date, and it is reported to us in
accordance with Section V. Your obligations.

Regulatory com@ We will pay up to the limit stated in the Declarations for damages that are intended to
R

Any payment we make under this subsection B is subject to the retention, and such
payments will be a part of, and not in addition to, the coverage part limit.

PCI fines/penalties sublimit C. We will pay up to the limit stated in the Declarations for covered PCI fines/penalties
assessed against you (including PCI fines/penalties resulting from a breach of
contract), as a result of a breach arising out of the performance of your business

PLP P0004 CW (06/14) Page 6 of 39
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operations by you or anyone on your behalf (including your subcontractors, outsourcers,
or independent contractors) on or after the retroactive date, provided the breach is first
discovered by you during the policy period and is reported to us in accordance with
Section V. Your obligations.

Any payment we make under this subsection C is subject to the retention, and such
payments will be a part of, and not in addition to, the coverage part limit.

PCI assessments sublimit D. We will pay up to the limit stated in the Declarations for covered PCl assessments
against you (including PCI assessments resulting from a breach of contract), as a
result of a breach arising out of the performance of your business op ratlons by you or
anyone on your behalf (including your subcontractors, outsourcers, o
contractors) on or after the retroactive date, provided the breach‘is:fi
you during the policy period and is reported to us in accordance with
obligations. r\

Any payment we make under this subsection D is subjectite.the n/ and such
payments will be a part of, and not in addition to, the coverag%

Supplemental payments E. We will pay reasonable expenses, including loss of%ges 250 travel per diem,
incurred by you if we require you to attend depositio arblt tion proceedings, or trials
in connection with the defense of a covered¢claim, but not pay more than an
aggregate of $10,000 per claim for such exp , regardless of the number of
insureds.

No retention will apply to amount@ay under this subsection E, and such amounts
will be in addition to, and not part of;the coverage part limit.

\\
I1l. Who is an For purposes of this Coveraﬁ w k or insured means a named insured,
a tit

subsidiary, employee, or s defined below:

insured
Named insured means the individual, corp artnership, limited liability company, limited partnership, or
other entity |dent|f| in ltem 1 t Declarations.
Subsidiary means an entlty ofiwhich the named insured has majority ownership before or as of the
mceptlo f the po %mod
Employee means.any past present, or future:

ersogmyed by the named insured or subsidiary as a permanent, part-time,
easonal, leased, or temporary employee, or any volunteer; or

D
' 2. artner, director, officer, or board member (or equivalent position) of the named insured
r subsidiary,

%rﬂy while in the course of their performance of business operations on behalf of or at the
ction of such named insured or subsidiary.

On

Acquired erQ vmeans an entity in which the named insured, during the policy period:

acquires substantially all of the assets;

acquires the majority of its voting securities, as a result of which it becomes a
subsidiary; or

7,
o
N R

3. merges and leaves the named insured as the surviving entity.

With respect to an acquired entity whose revenues exceed 10% of the annual revenues of the
named insured at the time of its creation or acquisition, any coverage under this policy will
expire 90 days after the effective date of its creation or acquisition unless, within such 90 day
period:

1. the named insured provides us with written notice of such creation or acquisition;

PLP P0004 CW (06/14) Page 7 of 39
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2. the named insured provides us with information related to such creation or acquisition
as we may reasonably require;

3. the named insured accepts any special terms, conditions, exclusions, or additional
premium charge as we may reasonably require; and

4. we agree by written endorsement to provide such coverage.

This policy will apply to an acquired entity only with respect to your business operations
performed after the acquisition, merger, or creation.

IV. Defense and

settlement of \
claims
. . : Y 4
Defense We have the right and duty to defend any covered claim, even if sucw is groundless,
false, or fraudulent. \
We have the right to select and appoint counsel to defend you against a covered claim. You

may request in writing that we appoint defense coufisel of your. own choice, but whether to

grant or deny such a request will be at our sole diseretion.

Settlement We have the right to solicit and negotiate &nwaim but will not enter into a
settlement without your consent, which reeinot to withhold unreasonably. If you withhold
consent to a settlement recommendegdhby us and aﬁeptéble to the party who made the claim,

the most we will pay for that claim is the urerf:
1. the amount of our recom d set ent;
. claim expenses incu‘ed up he&te of our recommendation;

2
3. 50% of all claimexpenses rred after our recommendation; and
4

50% of all damagesﬁ:ess of the settlement amount recommended by us.
) J
V. Your obligations < LN
é
Notifying us of breaches You must giv Writte}mtice to us of any breach as soon as possible after it is first discovered

[¢)

ou, butin a vent no later than: (a) the end of the policy period; or (b) 30 days after the
Wriod for a breach discovered in the last 30 days of the policy period.

the
n&cations must be in writing and include a description of the breach, and must be
itted,to us via the designated email address or mailing address identified in Item 6 of the

C >
Su

( Declarations.
dition, you must also inform, or allow us to inform, the appropriate law enforcement
0 authorities for any breach requiring such notification.
Notifying us ‘of claimsiand You must give written notice to us of any claim, or any other matter covered under Section II.
coverage en ements, Coverage enhancements, as soon as possible, but in any event, no later than 60 days after the
end of the policy period.

All such notifications must be in writing and include a copy of the claim or other covered matter,
and must be submitted to us via the designated email address or mailing address identified in
Item 6 of the Declarations.

Notifying us of potential You have the option of notifying us of potential claims that may lead to a covered claim
claims against you.

In order to do so, you must give written notice to us as soon as possible and within the policy
period, and the notice must, to the greatest extent possible, identify the details of the potential
claim, including identifying the potential claimant(s), the likely basis for liability, the likely

PLP P0004 CW (06/14) Page 8 of 39
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demand for relief, and any additional information about the potential claim we may reasonably
request.

The benefit to you of notifying us of a potential claim is that if an actual claim arises from the
same circumstances as the properly notified potential claim, then we will treat that claim as if
it had first been made against you on the date you properly notified us of it as a potential
claim, even if that claim is first made against you after the policy period has expired.

All potential claim notifications must be in writing and submitted to us via the designated email
address or mailing address identified in Item 6 of the Declarations.

Retention and limits Our obligation to pay breach costs, damages, claim expenses, PCI fines/penalties, or PCI
assessments under this Coverage Part is in excess of the retention, which you must pay in
connection with each covered breach and/or claim.

All breaches arising from the same circumstances will be treated as a single breagh, and you
will have to pay only one retention, and only one Each Breach Limit'will ap ly. All such

breaches will be deemed to have occurred on the date the first bre red’
If a claim, or any other matter covered under Section II er ents is made
against you arising from the same circumstances as a br ch t ch claim, and

coverage enhancement will be treated as a single claim, and, you I have to pay only one
retention, and only one Each Claim Limit will apply.

VI. Exclusions — o RN

What is not We will have no obligation to pay any sumi uqder this Coverage Part, including any breach

covered costs, damages, claim expen PCIifines/penalties, or PCl assessments, for any breach
or claim:

Antitrust/deceptive trade 1. based upon or arising‘u ny actual or alleged:

racti
practices a. false, deceptive, or unfair trade practices;

b. unfaifiecompetition, impairment of competition, restraint of trade, or antitrust
viglatic\
‘ V|olat|on of the Sherman Anti-Trust Act, the Clayton Act, the Robinson-Patman Act,

cI ng as may be amended, or any similar foreign, federal, state, or local
les, or regulations; or

d: § eptive or misleading advertising.
w this exclusion will not apply to a claim for deceptive trade practices asserted
D
9

' you in conjunction with and based on the same allegations as a covered claim
fora network security breach, privacy liability, or breach of contract.

Assumption of |Iab|||t)( based upon or arising out of any actual or alleged liability of others you assume under
any contract or agreement; however, this exclusion will not apply to:

s

v a. any liability you would have in the absence of the contract or agreement; or

L R b.  anyclaim for contractual indemnity - third party or contractual indemnity -
> breach costs.

w

Bodily injury based upon or arising out of any actual or alleged bodily injury; however, this exclusion
will not apply to a claim for unintentional infliction of emotional distress asserted against
you in conjunction with and based on the same allegations as a covered claim for a

network security breach, privacy liability, or breach of contract.

Breach of warranty/ 4. based upon or arising out of any actual or alleged breach of express warranties or
guarantee guarantees, except any warranty or guarantee to maintain the confidentiality of
personally identifiable information or confidential corporate information. This exclusion

PLP P0004 CW (06/14) Page 9 of 39
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will not apply to any liability you would have in the absence of the warranties or
guarantees.

Collection of data without 5. based upon or arising out of any actual or alleged:

knowledge a. collection of personally identifiable information by you (or others on your behalf)
without the knowledge or permission of the data subject; or

b. use of personally identifiable information by you (or others on your behalf) in
violation of applicable law.

Criminal proceedings 6. brought in the form of a criminal proceeding, including but not limited to a criminal
investigation, grand jury proceeding, or criminal action.

Employment related liability 7. based upon or arising out of any actual or alleged:

a. obligation under any workers’ compensation, unemployment cempensation,
employers’ liability, fair labor standards, labor relations; a\d Hour, or disability
benefit law, including any similar provisions of anysforei %al, state, or local
statutory or common law;

b. liability or breach of any duty or Ob|lgatI® owe you as an employer or
prospective employer; or

c.  harassment, wrongful termination, retali , or discrimination, including but not
limited to adverse or disparate |rrr1k

Excluded costs and 8. to the extent it seeks or includes
damages ' .
a. fines, penalties, taxes, or sanetions agalnst you, except we will pay:
%I

i.  civil or regulator 0 ties arising out of a regulatory action, if
insurable b‘ o)

ii. PClfines/pe assessed against you, if insurable by law;
b.  overhead costs, gene aI business expenses, salaries, or wages incurred by you;

c. there reductlo of restitution of fees, commissions, profits, or charges for
gwds ided rvices rendered;

d. < liquidated o@ultlple damages;

e©. ?{utw\dlsgorgement of profits, any advantage to which you were not legally
ntitled,,or unjust enrichment;

t of complying with injunctive relief;
*peual indirect, or consequential damages; or

7~

10NS

h."» service credits.

/A

-

O

Excluded statutory vi ased upon or arising out of any actual or alleged violation of the following laws:
the Securities Act of 1933;
the Securities Exchange Act of 1934;

any state blue sky or securities laws;

e
JO)
\ &

the Racketeer Influenced and Corrupt Organizations Act, 18 U.S.C. 8 1961 et seq.;
the Employee Retirement Income Security Act of 1974;

the Fair Debt Collection Practices Act; or

g. the Fair Credit Reporting Act,

all including as may be amended, or any similar provisions of any foreign, federal, state,
or local statutory or common law and any rules or regulations promulgated under such
laws.

PLP P0004 CW (06/14) Page 10 of 39
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Failure to maintain insurance 10. based upon or arising out of any actual or alleged failure to procure or maintain adequate
or bonds insurance or bonds.
Funds transfer 11. for any actual or alleged loss, theft, or transfer of:

a. your funds, monies, or securities;

b. the funds, monies, or securities of others in your care, custody, or control; or

c. the funds, monies, or securities in the care, custody, or control of any third party for
whom you are legally liable,

including the value of any funds, monies, or securities transferred by you or others on

your behalf.
Government investigation/ 12. based upon or arising out of any actual or alleged governmentWestigation or
enforcement enforcement of any state or federal regulation, including but net limited to any regulation

or the Securities and Exchange Commission, or ASCAP, BMI ,or other similar

promulgated by the Federal Trade Commission, Federal CommuEicagons%:ommission,
licensing organization; however, this exclusion will t)t a V red regulatory

action.

Industrial control systems/ 13. based upon or arising out of the use of anycontrol syst ed in industrial production,

SCADA including but not limited to supervisory contr data acquisition (SCADA) systems,
distributed control systems, or program&ble c controllers.

Infrastructure interruption 14. based upon or arising out of any a@r a"?fn% ure or interruption of service
provided by an internet service{providertelec unications provider, utility provider, or

other infrastructure provider; however, this exclusion will not apply to a breach of
personally identifiable i ati M was stored in the cloud, on remote servers, at
a co-location or data ‘ostin ié&) ny other method of storing data in a location not

in your direct control.

Insured vs. insured 15. brought by or on behalf oﬁ%ured or affiliate against another insured or affiliate;
however, this exclusi illlnot apply to an otherwise covered claim brought by an

employee: \ A
a. bAsad upon or arising out of such employee’s personally identifiable

‘ informatiowr

b. s@ly k&d on your business operations performed when such employee was
not.working for you.

)4
Intellectual property 1 as \)n or arising out of any actual or alleged infringement, use, or disclosure of any
. intellectual property, including but not limited to copyright, trademark, trade dress, patent,

' ervice mark, service name, title, or slogan, or any publicity rights violations, cyber
guatting violations, moral rights violations, any act of passing-off, or any
misappropriation of trade secret.

Intentional acts

G

On

7. based upon or arising out of any actual or alleged fraud, dishonesty, criminal conduct, or
any knowingly wrongful, malicious, or intentional acts or omissions, except that we will
pay claim expenses until there is a final adjudication establishing such conduct.

This exclusion will apply to the named insured only if the conduct was committed or
allegedly committed by any:

7/,

a. partner, director, officer, or member of the board (or equivalent position) of the
named insured; or

b.  employee of the named insured if any partner, director, officer, member of the
board (or equivalent position) of the named insured knew or had reason to know of
such conduct by the employee.

This exclusion will apply separately to each insured and will not apply to any insured
who did not commit, participate in, acquiesce to, or ratify such conduct committed by
another insured.
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Pollution/environmental 18. based upon or arising out of any actual, alleged, or threatened discharge, dispersal,
release, or escape of pollutants, including any direction or request to test for, monitor,
clean up, remove, contain, treat, detoxify, or neutralize pollutants.

Prior acts/notice/knowledge 19. based upon or arising out of any:

a. claim, potential claim, or breach that was the subject of any notice given under
any other policy of which this policy is a renewal or replacement;

b. claim, potential claim, or breach that was the subject of, or is related to, any prior
or pending litigation, claim, written demand, arbitration, administrative or regulatory
proceeding or investigation, or licensing proceeding that was filed or commenced
against you and of which you had notice prior to the policy i

c.  other matter you had knowledge of prior to the policy petiod, a
reasonable basis to believe could result in a claim or brea

However, if this policy is a renewal or replacement of a previousipoli we/lssued that

provided materially identical coverage, and is part of an unbro of successive
policies issued by us, the policy period referred to d ¢, above, will be
the policy period of the first such policy we issued. (

Privacy policy 20. based upon or arising out of any actual or aIIeged

a. failure to have or appropriately display acy policy;

b. failure of your privacy policy
statutes, ordinances, regula

with ederal, state, local, or foreign

r othgr Iays; or

c.  changing of the terms of your pri@cy policy.

Professional services 21. based upon or arising out re of or failure to render professional services by
you or anyone on youdr,beh owever, this exclusion will not apply to an otherwise
covered breach or cla uI ng in the course of performance of professional services.

Property damage 22. based upon or arising out'of any actual or alleged property damage; however, this

exclusion WQ amage to data, or destruction or loss of use of data.
or afising

Sweepstakes/gambling/ 23. based !pon
lotteries

of any:
a. < actual‘or alleged provision of any sweepstakes, gambling activities, or lotteries; or

& . . . . . .
by, price discounts, prizes, awards, money, or valuable consideration given in excess
of a I'contracted or expected amount, including but not limited to over
ption or under redemption of coupons, discounts, awards, or prizes.

Unsolicited telemarketing ' . aséupon or arising out of any actual or alleged violation of any federal, state, local, or
Z\fooreign statutes, ordinances, or regulations relating to unsolicited telemarketing,
( licitations, emails, faxes, text messages, or any other communications of any type or
nature, including but not limited to the Telephone Consumer Protection Act, CAN-SPAM

0 Act, or any “anti-spam” or “do-not-call” statutes, ordinances, or regulations.

v

Defi r&)n b The following definitions apply to this Coverage Part. Additional definitions are contained in
Section Ill. Who is an insured, and in the General Terms and Conditions, Section VI. Definitions

applicable to all Coverage Parts.

Affiliate means any person or entity related to any insured through common ownership, control, or
management.

Bodily injury means physical injury, sickness, disease, death, humiliation, mental injury, mental anguish,
emotional distress, suffering, or shock sustained by a person.

PLP P0004 CW (06/14) Page 12 of 39



ﬂ'ﬁ

HISCOX PRO"

Data Breach and Privacy Security Liability Coverage Part

Breach means the unauthorized acquisition, access, use, or disclosure of personally identifiable
information, including but not limited to that resulting from the loss or theft of a device
containing such personally identifiable information.

Breach costs means any of the following reasonable and necessary costs you incur with our prior written
consent in response to a breach that triggers your notification obligations pursuant to any
foreign, federal, state, or local statute, rule, or regulation, or that you satisfy us poses a
significant risk of financial, reputational, or other harm to the affected data subjects:

1. Computer Forensic Costs: costs up to the limit stated in the Declarations for computer
forensic analysis conducted by outside forensic experts to confirm a breach and to
identify the affected data subjects, as well as outside attorney fees associated with the
forensic reports and findings.

2. Notification Costs: the following costs up to the limit stated in t eclarations:

a. Mandatory Notification Costs: for legal services, call center services, and to notify a
data subject, a regulator, or any others, as required tossati %urfﬁotification

obligations; and/or

b.  Voluntary Notification Costs: to voluntarily not\(/a affec \a subjects, but only if
you satisfy us that the breach poses a significant risk of financial, reputational, or
other harm to the affected data subjects.

3. Credit or Identity Protection Costs: costs up t limit stated in the Declarations to
provide each affected data subject with*ene ye ore as required by law) of
services to monitor and/or protect%a aysubject’s credit or identity:

a. if required by law; or A 4
b. if you satisfy us it mitigates a\rﬁ‘ﬁcgnt risk of financial, reputational, or other harm

to the data subject.

4. Crisis Management al bli elins Costs: costs up to the limit stated in the
Declarations for aspublicirelations‘er crisis management consultant (and related costs) to:

a. reduce the'likelihood of or costs of any claim covered by this policy; or

b. to ass&cilj in re- t&)lishing your business reputation.

We will only, bg responsible to pay breach costs for services provided by a firm on the pre-

approvec‘-liscox Prefe@ Breach Response Providers List.

Prior toya bred“u, y\may request in writing our authorization to obtain services and incur
costs fram,a firm that is not on the pre-approved Hiscox Preferred Breach Response Providers

but'whetherto grant or deny such request will be at our sole discretion.
Br ts will not mean, and we will have no obligation to pay, any of your own costs,
h .
salari

(

c
, Or overhead expenses.
Breach of contract ( me our unintentional breach of a written contract or public facing privacy policy relating to
ﬂmally identifiable information or confidential corporate information, including a contract
with a merchant bank or payment processor in which you have agreed to comply with a PCI
vstandard, and under which you have actually or allegedly failed to maintain the security or
confidentiality of payment card data.
Claim means any written assertion of liability or any written demand for financial compensation or non-
monetary relief.

e
JO)

Claim expenses means the following sums incurred in excess of the retention and with our prior consent:

1. all reasonable and necessary fees, costs, and expenses (including the fees of attorneys
and experts) incurred in the investigation, defense, or appeal of a claim; and

2. premiums on appeal bonds, attachment bonds, or similar bond, but we will have no
obligation to apply for or furnish any such bonds.

Client means any person or entity for whom you perform the services you normally provide as part of
your business operations.
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Contractual indemnity - means your contractual agreement to indemnify your client, a merchant bank, or a payment
breach costs processor for breach costs that would be covered by this Coverage Part if you had incurred
them, but only to the same extent as though you had incurred them.

Contractual indemnity - means your contractual agreement to indemnify your client, a merchant bank, or a payment
third party processor for damages or claim expenses that would be covered by this Coverage Part if they
arose from a claim against you, resulting from your actual or alleged:

1. violation of any privacy law or consumer data protection law protecting against disclosure
of personally identifiable information or confidential corporate information;

2. breach of common law duty relating to personally identifiable information or
confidential corporate information; or

3. unintentional breach of a written contract or public facing privagy polic ating to
personally identifiable information or confidential corporatekmation,

but only to the same extent as though they arose from a claim @gainst ou\ 4

Damages means the following amounts incurred in excess of the re nti
1. a monetary judgment or monetary award that you al Iegal bligated to pay (including
pre- or post-judgment interest and awards of€laimant'sattorney fees); or

2. a monetary settlement negotiated by us with consent.

Damages includes punitive damages to the fwtent y are insurable under the law of any
applicable jurisdiction that most favors ¢

4
Data subject means the person to whom personally identifiable information relates.
Network security breach means negligence by you or oth t|n 0|3r behalf (including your subcontractors,
outsourcers, or |ndependen ontral rs) ecuring your computer system which results in:
1. transmission of mal|C| are such as a computer virus, worm, logic bomb, or Trojan
horse;

2. a denial of service & geinst a third party;
3. the unaathj&acqu' ition, access, use, or disclosure of personally identifiable

imisrmation or,confidential corporate information that is held or transmitted in any form;

4. ent zed electronic access to any computer system, personally
|dent|f| lein matlon or confidential corporate information; or
damaﬁtwny third party digital asset.
Payment card company . Mmea an*ayment card company programs, rules, by-laws, policies, procedures, regulations,
rules or requirements, including but not limited to VISA's CISP, MasterCard’'s SDP, Discover Card’s

DIS nd AMEX's DSOP, all as may be amended.
PCl assessment qs any amounts assessed against you by a payment card company to recover actual costs
b 'ncurred by the payment card company, issuing bank, or acquiring bank to:
replace credit or debit cards whose card numbers were compromised in a breach; or

A
> 2. refund fraudulent charges which resulted from a breach, whether such charges are
incurred by a data subject, issuing bank, or acquiring bank.

PCl assessments does not include any PCI fines/penalties.
PCI fines/penalties means any fine or penalty expressly defined and quantified under the payment card company
rules for a violation of a PCI standard; however, PCI fines/penalties does not include:

1. any amounts not expressly defined under the payment card company rules for a
violation of a PClI standard;

2. civil penalties;
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3. any amounts voluntarily agreed to by you; or
4. PCl assessments.

PCI standard means the Payment Card Industry Data Security Standard, as may be amended.
Personally identifiable means the following, in any form, that is in your care, custody, or control, or in the care,
information custody, or control of any third party for whom you are legally liable:

1. non-public individually identifiable information as defined in any foreign, federal, state, or

local statute, rule, or regulation, including but not limited to unsecured protected health
information as defined by the Health Insurance Portability and Accountability Act of 1996
(HIPAA), as amended, and any rule or regulation promulgated under AA; or

2. any:

a social security number or individual taxpayer identification ber;

b driver’s license number or state identification number;

c.  passport number; \

d. credit card number; or \

e financial account number or debit card rﬁmber in ation with any required

security code.
Pollutants means any solid, liquid, gaseous, biologic Nogica ermal irritant or contaminant,

including smoke, vapor, asbestos, silica, articles, fibers, soot, fumes, acids, alkalis,
chemicals, nuclear materials, germs, and ste W teﬁcludes but is not limited to, materials

to be recycled, reconditioned, or reclaimed. .
>
Potential claim means any acts, errors, or omissi f.an.insured or other circumstances reasonably likely to
lead to a claim covered uno‘t is policy.
. - 4
Privacy liability means: A
1. violation of any priv or consumer data protection law protecting against disclosure
of personaw‘ntifiabl information or confidential corporate information; or
2. breach of.a‘eemmon law duty relating to personally identifiable information or
co‘dential m{u‘e information.
Property damage means physical los physical damage to, or destruction or loss of use of any tangible
erty.
Regulatory action me %}regulatory action brought against you by a regulator.

' >
Retention me the amount stated as such under the Data Breach and Privacy Security Liability
( e Part section of the Declarations.

You, your, or in@ means anamed insured, subsidiary, employee, or acquired entity, as defined in Section IlI.

ho is an insured.
(R
D)
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. What is covered

A. Cyber business
interruption

B. Cyber extortion

C. Hacker damage

Cyber Enhancements Coverage Part

If a limit appears on the Declarations indicating you have purchased the coverage, we agree as
follows:

We will pay up to the Cyber Business Interruption limit stated in the Declarations for business
interruption costs incurred as a result of a business interruption event lasting in excess of
the retention, which first occurs and you discover during the policy period and is reported to
us in accordance with Section V. Your obligations.

Our obligation to pay business interruption costs:

1. is not triggered unless you take reasonable steps to minimize or avoid.the business
interruption event; and

2. ends at the hour after either:

a. theinterruption to or degradation in the availability of your website, intranet,

network, computer system, programs, or data ceases; or

We will pay up to the Cyber Extortion limit stated in fhe Declarations for cyber extortion costs
in excess of the retention incurred as a result of aeyber extor event that is first made

against you during the policy period and is reporte us in accordance with Section V. Your
obligations. K

b. the income interruption ceases,
whichever is earlier. \

We will pay up to the Hacker Damage Ilm tated in the'Declarations for hacker damage costs
in excess of the retention incurred as'a tesu of a hacker damage event that you first
discover during the policy peri nd is re\e(*to us in accordance with Section V. Your
obligations.

Coverage
enhancements

Cyber business interruption
consulting costs

Hacker damage consulting

(
<

| 4

We will also make@ll@ﬂments:

il pay Upto the limit stated in the Declarations for consulting costs you incur with
ué/nor written consent in connection with a covered business interruption event.

Any pa make under this subsection A will be a part of, and not in addition to,
the Cyber@slness Interruption limit.

y up to the limit stated in the Declarations for consulting costs you incur with
or written consent in connection with a covered hacker damage event.

ou must pay the retention stated in the Declarations in connection with any payment
we make under this subsection B, and any payments we make will be a part of, and not
in addition to, the Hacker Damage limit.

m Who& \

insured

Named insured
Subsidiary

Employee

For purposes of this Coverage Part, you, your, or insured means a named insured,
subsidiary, employee, executive, or acquired entity, as defined below:

means the individual, corporation, partnership, limited liability company, limited partnership, or
other entity identified in Item 1 of the Declarations.

means any entity of which the named insured has majority ownership before or as of the
inception of the policy period.

means any past, present, or future person employed by the named insured or subsidiary as a
permanent, part-time, seasonal, leased, or temporary employee, or any volunteer, but only

PLP P0004 CW (06/14)

Page 16 of 39



ﬂ'ﬁ

HISCOX PRO"

Cyber Enhancements Coverage Part

while in the course of their performance of business operations on behalf of or at the direction
of such named insured or subsidiary.

Executive means any past, present, or future partner, director, officer, or board member (or equivalent
position) of the named insured or subsidiary, but only while in the course of their performance
of business operations on behalf of such named insured or subsidiary.

Acquired entity means an entity in which the named insured, during the policy period:
1. acquires substantially all of the assets;
2. acquires the majority of its voting securities, as a result of which it becemes a

subsidiary; or
3. merges and leaves the named insured as the surviving entity
\nnual revenues of the

With respect to an acquired entity whose revenues exceed 10% ofithe

named insured at the time of its creation or acquisition, any coverage nd‘rt‘hi;policy will
expire 90 days after the effective date of its creation or acquisition uw in such 90 day

period:
1. the named insured provides us with written notice of such creation or acquisition;
2. the named insured provides us with information relate h creation or acquisition

as we may reasonably require;

the named insured accepts any speciaNms, ions, exclusions, or additional
equire; a

premium charge as we may reas ;
4. we agree by written endorsement,to rovideacl‘/coverage.

This policy will apply to an acquired entitmwy ith respect to an event which first occurs and
0

w

is discovered after the acquisitio e eation.
Cohdl™
V. [This section intentionally left blay
) J

V. Your obligations < N

Notifying us of events You rﬁust givﬁvritte\mtice to us of any event as soon as possible, but in any event, no later
than tendays aﬂﬁi the end of the policy period.

A n mions must be in writing and include a description of the event, and must be
. submittedto.us via the designated email address or mailing address identified in Item 6 of the
' %tio‘ns.
( In addition, you must also inform, or allow us to inform, the appropriate law enforcement
rities for any event requiring such notification.

Retention < ' ur obligation to make any payments under this Coverage Part is in excess of the retention,
and we will not make any payment in connection with a covered event until the total amount of
covered costs incurred or, in the case of a business interruption event, the length of the

N dcosts i d or, in th f a busi int ti t, the length of th
) > event, exceeds the retention.

Solely with respect to a business interruption event, the retention will not begin to run until
you have notified the event to us.

VI. Exclusions —
What is not

covered We will have no obligation to pay any sums under this Coverage Part for any event:
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Bodily injury

Chargeback

Collection of data without
knowledge

Cramming/slamming

Fraudulent/criminal act

Funds transfer

Government investigation/
enforcement

Infrastructure interrupé

Cyber Enhancements Coverage Part

7.

based upon or arising out of any actual or alleged bodily injury.

based upon or arising out of any actual or alleged chargeback, liability, or fee incurred by
you or your client as a result of a merchant service provider, including any credit card
company or bank, wholly or partially reversing or preventing a payment transaction.

based upon or arising out of any actual or alleged:

a. collection of personally identifiable information by you (or others on your behalf)
without the knowledge or permission of the person to whom the personally
identifiable information relates; or

b.  use of personally identifiable information by you (or others on.your behalf) in
violation of applicable law.

based upon or arising out of: \

a. the imposition of charges for services or content in relati té?ephdne, cell phone,
wireless data, cable television, internet, voice gveninterne col (VolP), or other
similar telecommunications services, which clsrges &t been adequately
disclosed or which services or content h:ve n uested by the consumer;
or

been

i

the unauthorized switching of telecom
telephone, cell phone, wireless dm::b

protocol (VolP), or other simb s
involving an intentional, fraudulént, crimina}act’cl:ommitted by or in collusion with an
executive, employee, or any personhom a ransom is entrusted.

tions carriers, including providers of
elevision, internet, voice over internet

>
involving any actual or alle ssga or transfer of:

a. your funds, mor‘asj, securities;
b. the funds, monies, orsSecurities of others in your care, custody, or control; or

c.  the funds, mo ,'or securities in the care, custody, or control of any third party for
wgomr\are le liable,

including the'value of any funds, monies, or securities transferred by you or others on
y behalf. . Y

r

hased upon or arising out of any actual or alleged governmental investigation or

ed by the Federal Trade Commission, Federal Communications Commission,

enforc&mtwof any state or federal regulation, including but not limited to any regulation
w u
)

ro
rt&Securities and Exchange Commission, or ASCAP, BMI, SESAC, or other similar

\censmg organization.
8. ased upon or arising out of any actual or alleged failure or interruption of service

N\

Intellectual errty )
>

Misappropriation of funds

Prior acts/notice/knowledge

9.

provided by an internet service provider, telecommunications provider, utility provider, or
other infrastructure provider.

based upon or arising out of any actual or alleged infringement, use, or disclosure of any
intellectual property, including but not limited to copyright, trademark, trade dress, patent,
service mark, service name, title, or slogan, or any publicity rights violations, cyber
squatting violations, moral rights violations, any act of passing-off, or any
misappropriation of trade secret.

based upon or arising out of the actual or alleged theft, misappropriation, commingling, or
conversion of any funds, monies, assets, or property.
based upon or arising out of any:

a. claim or event that was the subject of any notice given under any other policy of
which this policy is a renewal or replacement;
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b. claim or event that was the subject of, or is related to, any prior or pending
litigation, claim, written demand, arbitration, administrative or regulatory proceeding
or investigation, or licensing proceeding that was filed or commenced against you
and of which you had notice prior to the policy period; or

c.  other matter you had knowledge of prior to the policy period, and you had a
reasonable basis to believe could result in a claim or event.

However, if this policy is a renewal or replacement of a previous policy we issued that
provided materially identical coverage, and is part of an unbroken chain of successive
policies issued by us, the policy period referred to in paragraphs b and c, above, will be
the policy period of the first such policy we issued.

Privacy 12. based upon or arising out of any actual or alleged:

a. unauthorized acquisition, access, use, or disclosure ofgim er colleetion or
retention of, or failure to protect any non-public personallyidentifiable information or
confidential corporate information that is in your care, CW control; or

b.  violation of any privacy law or consumer datarot ecting against the
use, collection, or disclosure of any |nformat|(£ abou on or any confidential
corporate information.

Privacy policy violations 13. based upon or arising out of any actual or all

a. failure to have or appropriately a privacypolicy;

b. failure of your privacy polic

complywith 9ny federal, state, local, or foreign
statutes, ordinances, regdlatio

,.Or otherdaws;

c. breach of your priv policy;\c)
d. changing of the terms w&i y policy.

Property damage 14. based upon or arising!ut actual or alleged property damage; however, this
exclusion will not apply to to data, or destruction or loss of use of data.
Scareware 15. based uponier arising ou Pany actual or alleged provision or transmission of
Scareware, including ot limited to software that produces false or alarming warning
messages:
"‘
Subsidiary outside control of 16. /experie’ed% past or present subsidiary while the named insured does not have
named insured majoritysownership or management control of it.
A 4
Surrender of ransom 1 inv hthe surrender of a ransom at the location where the illegal threat and ransom
. e d was first made, unless brought to such location after receipt of the ransom
' lemand for the sole purpose of paying such ransom demand.
Sweepstakes/gambln( 18. ased upon or arising out of any:
lotteries
0 a. actual or alleged provision of any sweepstakes, gambling activities, or lotteries; or
v b.  price discounts, prizes, awards, money, or valuable consideration given in excess
‘ A of a total contracted or expected amount, including but not limited to over
3 > redemption or under redemption of coupons, discounts, awards, or prizes.
Theft of ransom 19. involving the theft of a ransom by way of an immediate threat of force or violence, unless

the ransom has been previously negotiated.

Unsolicited telemarketing 20. based upon or arising out of any actual or alleged violation of any federal, state, local, or
foreign statutes, ordinances, or regulations relating to unsolicited telemarketing,
solicitations, emails, faxes, text messages, or any other communications of any type or
nature, including but not limited to the Telephone Consumer Protection Act, CAN-SPAM
Act, or any “anti-spam” or “do-not-call” statutes, ordinances, or regulations.

PLP P0004 CW (06/14) Page 19 of 39



ﬂ'ﬁ
HISCOX PRO"

Cyber Enhancements Coverage Part

Virtual currency 21. based upon or arising out of any actual or alleged virtual currency, including but not
limited to virtual goods exchanged in connection with an Internet game or virtual
economy.

VIl. Definitions The following definitions apply to this Coverage Part. Additional definitions are contained in

Section Ill. Who is an insured, and in the General Terms and Conditions, Section VI. Definitions
applicable to all Coverage Parts.

Bodily injury means physical injury, sickness, disease, death, humiliation, mental injury, mental anguish,
emotional distress, suffering, or shock sustained by a person.

Business interruption means \
costs 1. Business Interruption Hourly Loss Amount: the amount stated‘as such in the
Declarations; \ 4
2. Additional Loss Amount: the average hourly gross profit u erated in the
previous six months, minus the “Business Interrupt‘w Amount provided
you are able to:

a.  produce evidence of such amounts; and

b.  prove to us that you reasonably earn more than the “Business
Interruption Hourly Loss Amo ng th iod of the covered business
interruption event; and

4 . -
Extra Expense: the reasonable‘and necessabexpenses you incur to mitigate the
business interruption event if yothsatisfy us such expenses are:
. > .
a. lessthan the busine rrup costs that would have been incurred
otherwise; and

b.  in excess ofithe exp%ou would have incurred if the business interruption
event had'not occurk

We will pay covered business interruption costs as follows:
1. Regardess (0) amount of your actual loss, we will pay the Business Interruption

¥y Loss Amount for each hour of the business interruption event which exceeds

2. If your? ms resulting from the business interruption event is greater than the
Business rruption Hourly Loss Amount, then we will also pay the Additional Loss
mount:for each hour of the business interruption event which exceeds the retention.

w

' > e also pay Extra Expense if you meet the conditions in subpart 3 above.
m

Business interruptio he interruption to or degradation in the availability of your website, intranet, network,
event computer system, programs, or data resulting in an income interruption as a direct result of:

0 1. the activities of a third party that maliciously blocks electronic access to your website,
v intranet, network, computer system, programs, or data you hold electronically; or

A
J
Claim ) means any written assertion of liability or any written demand for financial compensation or non-
monetary relief.

a hacker.

Consulting costs means costs for:
1. a public relations or crisis management consultant (and related costs) to:

a. reduce the likelihood of or costs of any claim that would be covered by this policy;
or

b.  toassist you in reestablishing your business reputation;
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2. a computer forensic analysis conducted by outside forensic experts to confirm the identity
of the hacker involved in the event; or

3. an information security assessment conducted by outside security experts to identify
security improvements to prevent a similar event.
Cyber extortion costs means:

1. the ransom paid or, if the demand is for goods or services, the fair market value at the
time of surrender; and

2. the reasonable and necessary fees and expenses incurred by a representative appointed
by us to provide you with assistance, \
N,

provided you can demonstrate to us:
1. the ransom has been surrendered under duress; and @,
2. before agreeing to its payment you have made all reasonableteff to: >
a. determine the threat is genuine and not a hoax; an& § '
b.  ensure at least one executive has agreed to ‘e p e‘

Cyber extortion event means your receipt, directly or indirectly, of an illegal threatftom a person or entity who is not
an insured threatening to:

ransom.

N

1. damage, destroy, or corrupt your website, int , hetwork, computer system, any
programs you use, or data you hoL%ec nically; ineluding by introducing a computer
virus, worm, logic bomb, or Trojan¢horse;

0
2. disseminate, divulge, or use an‘ con tial in orr'nation for which you are legally
responsible,

who then demands a ransom fo%owr\b fi?as a condition of not carrying out this threat.

Event means a business interrupSOant, cyber extortion event, or hacker damage event.
Hacker means anyone, includi& oyee, who gains unauthorized access to your website,

intranet, network,sccomputer sy or data you hold electronically via the internet or other
external electronic link, solely ircumventing electronically the security systems in place to
protect against.sue uthorized access. Hacker does not include any executive, or any
person V\@o while premises (other than an employee or a third party you have
expressly perrm'tte&enter the premises), directly gains unauthorized access to any computer
system.

Hacker damage event a \w !lther:
a ing, destroying, altering, corrupting, or misusing your website, intranet, network,

computer system, programs, or data you hold electronically; or

P \ 2. copying or stealing any program or data you hold electronically.

Hacker damage@) means:

c \ VL the reasonable and necessary expenses you incur with our prior written consent to
J

repair or replace your website, intranet, network, computer system, programs, or data
you hold electronically to the same standard and with the same contents as before it was

damaged, destroyed, altered, corrupted, copied, stolen, or misused; or
_
2. in the event that your website, intranet, network, computer system, programs, or data

you hold electronically cannot be restored to the same standard and with the same
contents as before it was damaged, destroyed, altered, corrupted, copied, stolen, or
misused, hacker damage costs will mean the reasonable and necessary expenses you
incur to make that determination.

Hacker damage costs includes the reasonable and necessary expenses you incur to mitigate
the hacker damage event if you satisfy us such expenses are:

1. less than the hacker damage costs that would have been incurred otherwise; and

2. in excess of the expenses you would have incurred if the hacker damage event had not
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occurred.

Hacker damage costs will not mean, and we will not be obligated to pay, any amounts to
research and/or develop the website, intranet, network, computer system, programs, or data.

Income interruption means your gross profit generated on an hourly basis has been reduced to less than 75% of
the average hourly gross profit for the 90-day period immediately prior to the business
interruption event.

Property damage means physical loss of, physical damage to, or destruction or loss of use of any tangible
property.

Retention means:
1. for a business interruption event, the length of time stated atuc er the Cyber

Business Interruption section of the Declarations;

w

2. for a cyber extortion event, the amount stated as such underithe erixtortion
section of the Declarations; or Q
for a hacker damage event, the amount stated as suc he ker Damage
section of the Declarations.
A
You, your, or insured means a named insured, subsidiary, employee{ executive, wuired entity, as defined in
Section Ill. Who is an insured. a

\Q ’

\
)
O\
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Endorsement 1

NAMED INSURED:

E8637.1 Merchant Services Agreement Exclusion Endorsement

In consideration of the premium charged, and on the understanding this endorsement leaves all other terms,
conditions, and exclusions unchanged, it is agreed the <FULL NAME OF COVERAGE PART> Coverage Part is

amended as follows: A
The following exclusion is added to the end of Section VI. Exclusions — What is not covered:

N %
Merchant services ME-1. based upon or arising out of any actual or alleged liabilityaarisin rd\ '
agreement any merchant services agreement, payment processing.a e\ 0

similar credit card agreement. (
y 4

Endorsement Effective: Policy No.: 0 \&

\‘ §
Endorsement No: 1 % \
By: l 4 ‘ %

Appointed Representative < 4
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Endorsement 2

NAMED INSURED:

E8643.2 Cyber Enhancements Notification Endorsement

In consideration of the premium charged, and on the understanding this endorsement leaves all other terms,
conditions, and exclusions unchanged, it is agreed:

For any business interruptions event, hacker damage event, or cyber extortion event mus 0 notify the
breach coach at 1-855-447-2627.

Endorsement Effective: 10/10/2017 Policy No.:
Endorsement No: 2

By:

Appointed Representative \
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Endorsement 3

NAMED INSURED
E6020.2 War and Civil War Exclusion Endorsement

In consideration of the premium charged, and on the understanding this endorsement leaves all other terms,
conditions, and exclusions unchanged, it is agreed the General Terms and Conditions are ame s follows:

This policy does not apply to and we will have no obligation pay any sums under this policyy.including %
any damages, claim expenses, or other covered amounts, for any claim, breach, event, o oewrr;nce directly or
indirectly occasioned by, happening through, or in consequence of: A

1. war, invasion, acts of foreign enemies, hostilities (whether war is declared or no‘, civil \,ebellion, revolution,
insurrection, military, or usurped power; or ’ 4

2. confiscation, nationalization, requisition, destruction of, or damage tvgmr under the order of any

government, public, or local authority.

However, this exclusion will not apply to coverage under the Generai :iability\oCerage Part (if purchased) for damage
by fire to premises while rented to you or temporarily occupied by. ‘With the owner’s permission. Any

payments we make for property damage to such premise e& ject'to the Damage to Premises Limit.

¢ >\
Endorsement Effective: Policy Na g
@
Endorsement No: 3 < T
N N\

By: \ v
N
Appointed Repr: gtive u
XXV

!
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Endorsement 4

NAMED INSURED:
E6017.2 Nuclear Incident Exclusion Clause-Liability-Direct (Broad) Endorsement
conditions, and exclusions unchanged, it is agreed:

In consideration of the premium charged, and on the understanding this endorsement leaves aI@terms,

We will have no obligation to pay any sums under this policy, including any damages, claim expenses,‘or
other covered amounts, for any claim, breach, event, or occurrence:

A. Under any liability coverage, for injury, sickness, disease, death, or destruction \
1. for which you are also insured under a nuclear energy liability policyiissued by the Nuclear Energy
Liability Insurance Association, Mutual Atomic Energy Liabili der , or Nuclear Insurance
Association of Canada, or would be insured under anyssuch cy but for exhaustion of its limit of
liability; or
2. resulting from the hazardous properties of nuclea;materia aﬁ’d with respect to which:

R
a. any person or organization is required t intai &ntial protection pursuant to the Atomic Energy
Act of 1954, as amended; or ‘ &

b. you are, or had this policy not been issu%ld be, entitled to indemnity from the United States of
America, or any agency thereof, unde greement entered into by the United States of America, or
any agency thereof, with any rson or orsmlzatlon

B. Under any Medical Payments cover ge, or.undenany Supplementary Payments provision relating to immediate
medical or surgical relief, for expense$incurredywith respect to bodily injury, sickness, disease, or death resulting from
the hazardous properties of nucléar, material arising out of the operation of a nuclear facility by any person or
organization.

V
C. Under any liability coverage &mu{smkness disease, death, or destruction resulting from the hazardous
properties of nuclear material,

1. the nucl‘matwat any nuclear facility owned or operated by you or on your behalf, or has been
dlscha@r dispers om such a facility;

2. nuclear ma%al is contained in spent fuel or waste which is or was at any time possessed, handled,
use rs%s%d, stored, transported, or disposed of by you or on your behalf; or

3. the injury, sickness, disease, death, or destruction arises out of the furnishing by you of services, materials,
parts, or equipment in connection with the planning, construction, maintenance, operation, or use of

any nuclear facility, but if such facility is located within the United States of America, its territories or
possessions, or Canada, this exclusion (3)applies only to injury to or destruction of property at such nuclear
facility.

As used in this endorsement:

Hazardous properties includes radioactive, toxic, or explosive properties;
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Nuclear material means source material, special nuclear material, or byproduct material;

Source material, special nuclear material, and byproduct material have the meanings given them in the Atomic
Energy Act of 1954, as amended,;

Spent fuel means any fuel element or fuel component, solid or liquid, which has been used or exposed to radiation in
a nuclear reactor;

Waste means any waste material: A
1. containing byproduct material; and
2. resulting from the operation by any person or organization of any nuclear facilitydinc ud\ed in paragraph 1
or 2 of the definition of nuclear facility; y

/ﬁ/

Nuclear facility means: \
’ 4

1. any nuclear reactor;

2. any equipment or device designed or used for: \ n

a. separating the isotopes of uranium or pIutonium;( \ 4
b. processing or utilizing spent fuel; or \\
g

c. handling, processing, or packaging Was§
3. any equipment or device used for the proces‘n fa ica\q, or alloying of special nuclear material, if at

any time the total amount of such material in yourw at the premises where such equipment or device is
located consists of or contains more than 25 grams/of plutonium or uranium 233 or any combination thereof, or

more than 250 grams of uranium 235 0r ) Y
4. any structure, basin, excavationfpre%es, or place prepared or used for the storage or disposal of waste.

]
Nuclear facility includes the site omw ichNhe foregoing is located, all operations conducted on such site, and
all premises used for such operations; 2
\V
With respect to injury to or destr n &p perty, “injury" or "destruction" includes all forms of radioactive
contamination of propert' o

]
Endorsement Eﬁecé: \ Policy No.:
Endorsem I\Q v
N

By: ) ®

Appointed Representative
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Endorsement 5

NAMED INSURED:

E9997.4 Policyholder Disclosure Notice of Terrorism Insurance Coverage

Coverage for acts of terrorism is included in your policy. You are hereby notified that under the Terrorism Risk
Insurance Act, as amended in2015, the definition of act of terrorism has changed. As defined in Section 102(1) of the
Act, the term “act of terrorism” means any act or acts that are certified by the Secretary of the Treasury — in
consultation with the Secretary of Homeland Security, and the Attorney General of the United — to be an act of
terrorism; to be a violent act or an act that is dangerous to human life, property, or infrastructure; toyhave resulted in
damage within the United States, or outside the United States in the case of certain air riers oriessels or the
premises of a United States mission; and to have been committed by an individual or dndividu stes part of an effort to

coerce the civilian population of the United States or to influence the policy or affect the,c t of the United States
Government by coercion. Under your coverage, any losses resulting from certified terrorism may be partially
reimbursed by the United States Government under a formula established by tﬁe

Terrarism Risk Insurance Act, as
amended. However, your policy may contain other exclusions which might affect your coverage, such as an exclusion
for nuclear events. Under the formula, the United States Government generally reim s 85% through 2015; 84%
beginning on January 1, 2016; 83% beginning on January 1, 201%; 8 eginning on January 1, 2018; 81%
beginning on January 1, 2019 and 80% beginning on January of ¢ d terrorism losses exceeding the
statutorily established deductible paid by the insurance company providing the ceverage. The Terrorism Risk Insurance
Act, as amended, contains a $100 billion cap that limits U.S. Government r ifmbursement as well as insurers’ liability
for losses resulting from certified acts of terrorism when the amount of,such losses exceeds $100 billion in any one
calendar year. If the aggregate insured losses for all insure eg@)@billion, your coverage may be reduced.

e

The portion of your annual premium that is attributable‘o erage for acts of terrorism is <PREMIUM>, and does not
include any charges for the portion of losses covered by the d States government under the Act.

AMENDED, ANY LOSSES RESULTING, F IFIED ACTS OF TERRORISM UNDER MY POLICY
COVERAGE MAY BE PARTIALLY REIMBURSED BY THE UNITED STATES GOVERNMENT AND MAY BE
SUBJECT TO A $100 BILLION CAP THAT MAY REDUCE MY COVERAGE AND | HAVE BEEN NOTIFIED OF THE
PORTION OF MY PREMIUM ATTRIBUTABLE SUCH COVERAGE.

\V
Policyholder/Applicant’s iigpatur

| ACKNOWLEDGE THAT | HAVE BEEN NOSIFIED TH’ 'UNDER THE TERRORISM RISK INSURANCE ACT, AS
M C

Print Name: Date:

Insurance Coma HISCOy

Endorsem Eﬁecgve: v Policy No:
Endorsement No:) v

By:

Appointed Representative
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Endorsement 6

NAMED INSURED:

E9999.2 Cap on Losses from Certified Acts of Terrorism Endorsement

THIS ENDORSEMENT IS ATTACHED TO AND MADE PART OF YOUR POLICY IN RESPONSE TO
THE DISCLOSURE REQUIREMENTS OF THE FEDERAL TERRORISM RISK INSURANCE ACT.

THIS ENDORSEMENT DOES NOT GRANT ANY COVERAGE OR CHANGE THE TERMS'AND
CONDITIONS OF ANY COVERAGE UNDER THE POLICY. N

The following is hereby added to the Policy and shall apply to all coverage: N
With respect to any one or more "act of terrorism", the Company will not pay an s far which

we are not responsible under the terms of the federal Terrorism Risk Insum uetothe
application of any clause which results in a cap on our liability for payments for tetrorism losses.

The term "act of terrorism" means an act that is certified by the Seétary OMTrlasury, in
accordance with the provisions of the federal Terrorism Risk InsuraneedAct, to be an act of terrorism
pursuant to such Act. The criteria contained in the federal Terrotism Risllvurance Act for an “act of

terrorism” include the following: ¢

1. The act resulted in insured losses in excess of m in the aggregate, attributable to all
types of insurance subject to the TerrorismiRisk | nce Act; and

2. The act is a violent act or an act that ism‘ngero &uman life, property or infrastructure and
is committed by an individual or i idu partof an effort to coerce the civilian population

of the United States or to influence.the po or ﬁffect the conduct of the United States

Government by coercion.

If aggregate insured losses atthu \errorist acts certified under the federal Terrorism Risk

Insurance Act exceed $100 billion in aicalendar year and we have met our insurer deductible under

the Terrorism Risk Insurange A shall not be liable for the payment of any portion of the amount
illion; and in such case insured losses up to that amount are

of such losses that exceeds
subject to the pro rata accordance with procedures established by the Secretary of the

Treasury. \

The terms and limitations'ef any terrorism exclusion, or the inapplicability or omission of a terrorism
exclusion, X not serve tc‘cﬂaate coverage for injury or damage that is otherwise excluded under this
Covere%P rt<,

All'ether terms and conditions remain unchanged.

A J
Endorsement Effective: Policy No:

0
0

Endorsement No: 6

By:

Appointed Representative
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Congratulations on your purchase of a Hiscox Privacy and
Data Breach Protection Policy!

This Policyholder Guide provides details of the risk management tools made
available to you, as a Hiscox Technology and Privacy policyholder, and how you
access them.

Guide Contents

1) How to notify Hiscox when you have a claim
Provides details on Hiscox claims service and contact information for claim notification.

) How to access the complimentary risk management tools
Provides details on how to access the value added services available to help you to reduce your risk, for
which you have qualified for complimentary access as a Hiscox Technology Protection policyholder.

1)) Breach preparedness and response
Suffered a data breach? This Policyholder Gwde provides details on how to access available resources,
including a toll-free hotline to a Breach Coach® to get your started.

<\

) How to notify Hiscox when yoﬂ"nave\ im
Claims Service

We understand how |mportan clalms handling process is to our policyholders, and our
dedicated in-house tec Ia|ms attorneys believe in a “fast and fair” claims
approach, which includés: Y

wbax for receiving claim notifications, monitored multiple times per

owledgement within 1 business day

. igned claimsyrepresentative contact with policyholder/broker within 2 business
ys A
\- open eiadogue throughout the claims process

PQav @arion

The specific provisions regarding proper notification of a claim against your policy are
“ieontained in your policy wording and endorsements. However, if you ever have any questions
about when or how to notify us of a claim, please contact your agent or broker. Alternatively,
you can contact the Hiscox Tech and Privacy/Data Breach Claims
Department: tmtclaims@hiscox.com
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IN)

How to access the complimentary risk management tools

Complimentary Risk Management Tools

As a Hiscox Technology or Privacy Protection policyholder, you qualify for complimentary access to
value added services meant to help you reduce your risk. Due to the coverage you have purchased,
you have qualified for complimentary access to the following services (detailed on the following

pages):

a) Risk Management Assistance

b)

c)
d)

BreachProtection™ Breach Prevention Resources

Hiscox eRisk Hub® Breach Response Resource and Information Web Portal

Control Risks Cyber Extortion Response (contingent on purchase of Hiscox Cyber
Extortion policy)

,5‘\(/ |

a)

Risk Management Assistance

As a complimentary service to this policy, we Qge ased to ide a free, confidential
risk management and loss prevention service, sistin n initial consultation and up
to 1-hour of legal services to assist you in b erstanding and minimizing risks that
commonly lead to the types of claims covere erithis policy.

If you have a question about mininﬁ"mg the eﬁes of liability risks in your business,
please email your question to:iskmanagement@hiscox.com

@
Please include your Hiscax Pmr which can be found on the Declaration Page of

your policy.

A Hiscox represengtive i tback to you within 1 (one) business day with a referral to a
nationally reco w ifm with a practice specifically focused on your industry™.
|

quﬁies made to this service will not constitute a notice of claim or
denyour policy. For all claim or potential claim matters, please follow the
on‘provisiens in your policy.
lease also note that this service is not intended to respond to questions regarding your
insurance palicy or coverage. For all such inquiries, please contact your agent or broker.

e Please
potentia

A J

<
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b) BreachProtection™ Breach Prevention Resources?

Don’t let a breach catch you unprepared.

As a qualified Hiscox Technology Protection policyholder, you now have free access to
BreachProtection™. BreachProtection provides comprehensive risk management tools
through BreachProtection.com and subject-matter specialists to help answer your
guestions.

Getting Started Using breachprotection.com
BreachProtection.com provides unlimited access to:

Online compliance materials: Federal and state compliance materials regarding data
security, data breaches, and data privacy, including:

» summaries of federal and state laws with links to statutes and regu 'on\
» sample policies and procedures
» continuing updates and electronic notification of changes tﬂ i rials.

Email updates: Periodic newsletters provide information on changes,in federal and state
laws regarding data security, data breach, and data privacy issues. Adﬁitional emails
provide notice of matters requiring immediate attentio &

Online support: Receive support from privacy/seeurity specialists regarding:
» healthcare, HIPAA and HITECH compliancefis

» data breach prevention and computer fo ic.issues

» data security best practices &

Procedures and sample forms ¢

+ Risk assessment procedures T

» Guidance to improve safeguards (adr ini%tive/physicaI/technicaI)
» Procedures for respondingé ada each and customizing an Incident Response

Plan
» Pre-publication checkh‘\
Workforce trainin»

e Online traini

Data Bﬁ: nse
. otification law summaries

»» HIRAA/HITECH security breach guidance
Li 0 yQJr data breach response provider

f ng started

0 ensure you get timely access to these services,
email signup@breachprotection.com or call the BreachProtection Account Specialists
at 559-577-1248. Please provide: (1) the name of your business as it appears on your

JHiscox insurance policy; (2) your Hiscox insurance policy or certificate number; and (3)
your Hiscox insurance policy expiration date.
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c)

Hiscox eRisk Hub®Breach Response Resource and Information Web Portal®
Register now! Don’t wait until you have suffered a breach. Be prepared.

As a qualified Hiscox Technology Protection policyholder, you now have free access to the
Hiscox eRisk Hub® portal, powered by NetDiligence®.

Hiscox eRisk Hub is a private, web-based portal containing information and technical
resources provided to assist you in the timely reporting, response and recovery from a
data breach event.

* eRisk

Key features of the Hiscox eRisk Hub® portal
» Breach Response Services:
— Incident Roadmap — includes suggested steps to take following a breach event.

— Breach Coach® — a resource to support you in managing your response, including a free initial
consultation.

— Breach Response Team — a list of data breach service providers at predetermined rates.

resources — a directory to quickly find external resources with expertise in pre- and post-

breach disciplines.

Please note the following: ¢ VJ
forHi

1. The Hiscox eRisk Hub portal is a private si scox Technology Protection
policyholders only. Do not share portal ac instructions with anyone outside your
organization. You are responsible for,maintaining the confidentiality of the Hiscox
access code provided to you. @u,. ‘

2. Up to three individuals fro ur org iz%n may register and use the portal. Ideal
candidates include your ¢ an %@k Manager, Compliance Manager, Privacy

se

Officer, IT Manager orgLega n

3. This portal contain tory ofsexperienced providers of cyber risk management and
breach recoveryser iscox does not endorse these companies or their
respective services..Before you engage any of these companies, we urge you to
conduct your ew e diligence to ensure the companies and their services meet your

needs. Unle erwisé€’indicated or approved, payment for services provided by
these ¢ n your responsibility.
plNou experience a data breach event, you may choose to call the Breach
ach® listed'in the portal for immediate triage assistance. Your initial consultation of

4.

‘ u one hour is free of charge. Please be aware that the Breach Coach® service is

dby a third-party law firm. Therefore, calling the Breach Coach® does not
{}the claim notification requirements of your policy.

tis
- ‘/e are pleased to provide our qualified Hiscox Technology Protection Insurance

—

policyholders with free access to this portal. To register:
) 4
1. go to www.eriskhub.com/hiscox.php

2. complete the registration form. Your Hiscox access code is 08663
3. once registered, you can access the portal immediately.
For more information or questions, email hiscox@eriskhub.com.
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d) Control Risks Cyber Extortion Response

Since 1975, Control Risks has advised clients on the resolution of more than 2,600 cases
of extortive crime in 129 countries. Their dedicated team of Response consultants
responds to an average of 155 cases of extortive crime per year, including threat
extortions.

<
Alongside their Response division, Control Risks has a specialist Cyberdeam
expertise in providing cyber threat intelligence, incident prevention a rea

response services). \ P

h 4
For Cyber response services including cyber extortions, Conms pproach is to
assist the affected business to manage the incident, identify its, objectivesiand follow the

resulting plan of action. ( \ ’

As part of their crisis management assistance, Coatrol Risks will involve internal and
external experts, including their IT Forensics partnerj, MWR ecurity, whose technical

experts will assist in IT forensic mvestlgatlons@ g@ c relations experts to
help clients respond to and contain the fall tack”.

To contact Control Risks in the event of a cyber extortion incident or advise regarding
cyber extortion management:

Control Risks ‘

Control Risks Response Team

888 245 8654 \ A
l§ D
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1)

Breach Preparedness and Response

Knowing what to do in the event of a data breach can make the situation much less daunting,
helping to minimize the impact to your business. We have produced this quick guide to assist
you in responding to a breach event.

Our philosophy: it is not our place to mandate exactly how you respond to such a critical event
for your business, but rather we should provide you with the necessary resources and
guidance to help minimize the impact the event has on your business. The following provides
you with details on quickly accessing the resources available to guide you and assist you in
responding to the event.

PRIOR TO A BREACH

Register at BreachProtection™ (see registration details in this document) fer risk\
management policies, procedures, training, and other tools to help your c arw)reve and
better respond to a breach of confidential information. 2

Register at Hiscox eRisk Hub® (see registration details in this dmnt) te assist you in
getting a response plan in place with access to the third party resources available to help you
more efficiently and cost-effectively respond to and recoveéom a Mh’

IF A BREACH OCCURS

Step 1: Engage the expert resources available‘to V‘

A) Contact the Breach Coach® at the toll free ach Response Hotline

Registered members of the HISCOX eRisk Hut«reentitled to one hour of free
consultation with a Breach Coach

You may request the a55|stan§ ach'Coach® by phone or email. As part of your
request, be sure to provide you pany name, along with the names of all other
companies and/or indivi that may be involved in the breach event.

s -HISCO-BR(447-2627)
i Bre!chCoach@eRiskHub.com

An attorney. fro aStetler is on call 24 hours a day/7 days a week.

B) Noti HN;

At sUich as criticaltime, it is important that the claims handling process be fast and fair.
ga our.dedicated in-house claim attorneys early in the process provides you with

n
nalexperienced professionals to assist you in your breach response. This also
< ‘9 esfor an open dialogue throughout the process so you can worry about properly
S

p ng to the breach and not worry about your insurance.

Please work with your broker or agent to properly notify Hiscox of the breach event...the
Jspecific provisions for formal notification of a claim or breach event against your policy are
contained in your policy wording and endorsements.

If you or your agent or broker have any questions or need to contact us regarding claim
notification, you can contact the Hiscox Tech and Privacy/Data Breach Claims
Department: tmtclaims@hiscox.com
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Step 2: Work with the expert resources to determine next and appropriate steps

Hiscox Claims specialists and/or the Breach Coach® are available to assist you in
determining what steps to take and how to engage the breach response providers from
the pre-approved Hiscox Preferred Breach Response Providers List. This list is comprised
of specialists available to provide the legal, forensics, notification, call center and credit or
identity protection services in response to your breach.

The Hiscox Claims specialists and/or Breach Coach® can help you determine:

if a forensics investigation is needed,

if breach notifications are required,

the potential for regulatory investigations,

the potential for legal action, \
your next steps.

Be prepared

Today a breach of confidential information is almost inevitge. By Merﬁg for and using the
breach prevention and breach response services as well asipromptly engaging your Breach
Coach® and the Hiscox Claims specialists in the eventYou have a breach, you are taking

appropriate steps to lessen the impact the breach evw business.*

About Hiscox in the US

Hiscox, the international specialist insurer, is headquartered in Bermuda and listed on the London Stock Exchange (LSE:HSX).
There are three main underwriting parts of the Group - His€éx.London W Hiscox UK and Europe and Hiscox International.
Hiscox International includes operations in Bermuda, Guernsey and th& Hiscox ASM Ltd, Hiscox Underwriting Ltd and
Hiscox Syndicates Ltd are authorized and regulated e UK Fin ncigl ervices Authority. The ability of syndicates at Lloyd'’s
to do business in the USA, and its territories, is restricted as th re not US-based insurers.

Inquiries as to insurance or other products or services shouldibe directed to an insurance agent or broker licensed to conduct
business in the relevant US state. For furtier.inf tion about an insurer's ability to do business in the USA and US territories
please contact a licensed agent or broker fo

al informationien Hiscox's products and services only and is not intended to be, and does
S yndicates at Lloyd’s from or in respect of the USA or US territories. Coverages are
available in all states. The information contained herein is not a part of an insurance
y insurance policy that might be issued. In the event the actual policy forms are
d herein, the language of the policy forms shall govern.

This communication provides ge
not constitute, a solicitation of bu
subject to underwriting and may n
policy, and may not be use
inconsistent with any inf

! The law firm, or other resource utlh@d for this risk management assistance, is solely responsible for all content and advice

provided. N

’Breac ion™ is'sélely responsible for all content and advice provided on breachprotection.com. The information
prowde rou chprotection.com does not constitute legal or other professional advice. Please consult your attorney or
othe il a o discuss your specific situation and obtain the appropriate legal or other expert advice.

Cove“ag‘é"for thgcosts of engaging the services of a law firm or breach response service provider are subject to the terms and
conditions of your policy, which in some instances may require the prior approval by H|scox Please familiarize yourself with the
terms and itions of your policy. Information provided through the Hiscox eRisk Hub® portal does not constitute legal advice.
Please consult your, attorney or other professional advisor to discuss your specific situation and obtain the appropriate legal or
other expert advice.

4Coverage for the costs of engaging the services of Control Risks are subject to the terms and conditions of your policy, which in

some instances may require the prior approval by your insurance carrier. Please familiarize yourself with the terms and
conditions of your policy.
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Hiscox is dedicated to understanding the exposures faced by our policyholders and
providing products and services built specifically to address their technology and
privacy needs. Our breach of contract coverage and broad intellectual property
coverage accounted for more than 80% of the technology claims we handled over a
nine year period (1,296 claim notifications from 2003 - 2011). Hiscox PRO
Technology and Privacy coverage includes various modules to best address the
exposures faced by our policyholders.

Available Coverage Solutions

In additionst
and privacy

Standard offering of affirmative contractual
coverage

Intellectual property coverage for breaches
of software copyright

Advertising coverage for alleged breach of
copyright or trademark issues

First-party costs and third-party liabilities
arising from data breach event

Breach of contract, including merchant
services and payment processing
agreements that may result in PCI Fines,
Penalties & Assessments

Costs to investigate and respond to a data
breach

Cyber Business Interruption revenue
replacement

Coverage available for Cyber-Crime events
Costs to repair or replace digital assets
Partner firms standing by to coordinate and

lead forensics efforts, breach response, legal

ramifications, and cyber extortion demands

N\

L7

Claims Service

We understand how important the claims handling
process is to our policyholders, and our dedicated in-
house claims’ attorneys believe in a “fast and fair”
claims approach, which includes:

e A dedicated claims inbox for receiving claim
notifications, monitored multiple times per
day

* New claim acknowledgement within 1
business day

» Assigned claims representative contact with
policyholder/broker within 2 business days

* An open dialogue throughout the claims
process

rovidirl?coverage that was built specifically for the technology
sufes faced by companies, Hiscox makes available to its

policgli complimentary risk management tools.

—

Complimentary Risk Management Tools

A Hiscox Tecﬁ)logy or Privacy policyholder qualifies for complimentary risk management tools meant to help
reduce his or her risk. Depending on the coverage ultimately purchased, the policyholder may qualify for any or all of

the following complimentary services:

AN N NN

Risk Management Assistance

Control Risks Cyber Extortion Response

BreachProtection™ Breach Prevention Resources
Hiscox eRisk Hub® Breach Response Resource and Information Web Portal
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Risk Management Assistance

One free hour of an initial, confidential risk management and loss prevention service to assist the
policyholder in better understanding and minimizing risks that commonly lead to the types of claims
covered under this policy.

If the policyholder has a question about minimizing these types of risks to his or her business, he or
she will be referred to a nationally recognized law firm with a practice specifically focused on his or her

. 1
nmaustry -

BreachProtection™ Breach Prevention Resources? P
~

The best way to handle a data breach is to avoid it in the first place. We @val able to qualified
Hiscox Privacy and Data Breach Protection policyholders complimentary access t@ data breach
prevention services through our partnership with BreachProtection™. BreaMt tion provides risk
management policies, procedures, training, and other tools to help the pelicyholder's company prevent
a breach of confidential data.

N\
BreachProtection provides comprehensive risk manage ént to W breachprotection.com and
specialists to help answer any questions: &
a
Online compliance materials

» Email updates on data privacy issues . \‘ N

*  Online support ~
* Procedures and sample forms ‘ W
*  Workforce training

When a data breach e
to the third party resou will help our policyholders more efficiently and cost-effectively
respond to and r fr data breach. Qualified Hiscox Privacy and Data Breach Protection
policyholders receive complimentary access to the Hiscox eRisk Hub™ portal, powered by

NetDiligenc ® Hiscox eFSslsHub provides tools and resources to help one understand the exposures,
establish ais% lan ‘and minimize the effects of a data breach on an organization:

Q‘e-m:‘esp se Services

. id?t Roadmap — includes suggested steps to take following a data breach event.

« Breach Coach® — toll free hotline access to a resource to support you in managing your
r&aonse, including a free initial consultation.

» Breach Response Team — a list of data breach service providers at predetermined rates.

» eRisk resources — a directory to quickly find external resources with expertise in pre- and
post- data breach disciplines.
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Control Risks Cyber Extortion Response

Since 1975, Control Risks has advised clients on the resolution of more than 2,600 cases of extortive
crime in 129 countries. Their dedicated team of Response consultants responds to an average of 155
cases of extortive crime per year, including threat extortions. Alongside their Response division,
Control Risks has a specialist Cyber team (with expertise in providing cyber threat intelligence,
incident prevention and cyber breach response services). For Cyber response services including cyber
extortions, Control Risks’ approach is to assist the affected business to manage the incident, identify
its objectives and follow the resulting plan of action. As part of their crisis management assistance,
Control Risks will involve internal and external experts, including their IT Forensics partnéry, MWR
InfoSecurity, whose technical experts will assist in IT forensic investigations, and | g&l and public
relations experts to help clients respond to and contain the fallout from a cyber-att ‘. \

~

QN

About Hiscox in the US \
This broker communication is for preliminary informational purposes only. The@xact coverage aw by the products described herein
ce

is subject to and governed by the terms and conditions of each policy issued.“This infor n may not be used to modify any policy that

might be issued. Coverage is made available through Hiscox Inc. d/b/a ox | n cy in CA, which is licensed in all states.

The products described are underwritten by Hiscox syndicates at Lloyd's, n are available only on a surplus lines basis through
is

licensed surplus lines brokers. The publication and delivery of this,informationi intended to be a solicitation by Lloyd’s for the

purchase of insurance on any US risk.
\ S

The law firm, or other resource utilized for this risk r‘nagem sistance, is solely responsible for all content and advice
provided.

“BreachProtection™ is solely responsible f
through breachprotection.com does not co
professional advisor to discuss your spéific

legal or other professional advice. Please consult your attorney or other
a arg obtain the appropriate legal or other expert advice.

aNent and_advice provided on breachprotection.com. The information provided

ices ofia law firm or breach response service provider are subject to the terms and

ce’may require the prior approval by your insurance carrier. Please familiarize
olicy. Information provided through the Hiscox eRisk Hub® portal does not
Please consult your, attorney or other professional advisor to discuss your specific
or other expert advice.

3 .

Coverage for the costs of engagi
conditions of your policy, which in
yourself with the terms and ¢onditi

constitute legal or other profe
situation and obtain t ’&
4Coverage for the costs of engaging the services of Control Risks are subject to the terms and conditions of your policy, which in
some instancesimay require the.pr'u)r approval by your insurance carrier. Please familiarize yourself with the terms and

conditions of r%

) J

o
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